
 

 

Press release 

Atalian Group reports that it was the victim of a cyberattack on December 6, 2025, 
which has now been fully contained. 

Paris, December 26, 2025 – While ensuring that its affected stakeholders were informed, 
the Atalian Group, which was the victim of a ransomware attack on its systems on 
December 6th, 2025, immediately took all necessary measures to contain the attack and 
secure its data. A complaint has also been filed, and an initial notification has been sent 
to the CNIL (French Data Protection Authority) within the legal timeframe. 

A small percentage of the data stored on the storage spaces affected by this malicious 
act was exfiltrated. The potentially exfiltrated stored data relates to:  

- Identification and banking data necessary for the performance of our customer 
contracts; 

- Identification data, identity documents, and certain sensitive or highly personal 
data; it is confirmed that this data mainly concerns internal information 
necessary for HR management. 

Given the potential risks associated with the use of this data, should it have been stolen 
(identity theft, attempted fraud or scams, phishing, invasion of privacy), we urge you to 
exercise the utmost caution and to read the official recommendations:   

https://www.cybermalveillance.gouv.fr 

To date, online monitoring carried out by our teams and experts has not revealed any 
online publication of this data. 

Atalian's teams remain fully mobilized to continue restoring the affected environments 
and strengthening all security measures, both technical and organizational, and will 
continue to provide regular and transparent information to the authorities and entities 
and to potentially impacted individuals. 

Committed for many years to cybersecurity issues, Atalian is continuing and intensifying 
its investments in human, software, and organizational resources, as well as in the 
development of its processes, with the aim of sustainably strengthening its level of 
security and certifications.  

Atalian Group is available to assist individuals and departments seeking further 
information on specific or personal situations at: it.security@atalianworld.com 
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For more information, please refer to the following recommendations: 
https://www.cybermalveillance.gouv.fr 

IT Contact: it.security@atalianworld.com 
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